
Weekly Teaching Plan Course

Title : Security Risk Management
Course Code : DLE 2163
Semester : 07th July – 10thOctober 2025
Lecturer : Siti Norhusna Binti Abd Ghapha

No CLO PLO Taxonomies T&L
methods

Assessment
methods

CLO1 Discuss the various security risks face by an
organization PLO6 A2

Lecture,
active
learning

Quiz, Test,
FE,
Assignment

CLO2 Explain the various risk control measures
available PLO2 C2

Lecture,
active
learning

Quiz, Test,
FE,

CLO3 Propose a risk management program for a
business organization PLO5 A3

Activity-
based
learning

Assignment

Week Date Topic Credit
Hour

Remarks

1 8/7/2025 1. Introduction to Risk
Management
1.1 A Short History of Risk
Management
1.2 The Nature of Risk: Losses and
Opportunities

3 Tutorial

2 15/7/2025 1.3 The Importance of Risk
Management
1.4 The Notion and Definition of
Risk
1.5 Risk as a Consequences of
Uncertainty
1.6 The Role of Risk in Decision
Making

3 Individual Assignment

3 23/7/2025 1.7 Key terms and Definitions
3 Quiz

4 29/7/2025 2. Assets and Threats
2.1 Process Overview of Risk
Management

3 Test

5 5/8/2025 2.2 Identification of Assets 3 Tutorial

6 12/8/2025 2.3 Identification of Threats 3 Submission of IA



Tutorial

7 19/8/2025 2.4 Assessment of Threats 3 Group Assignment

College Activity Week (27/8/2025 - 29/8/2025) 31/8/2025-National Day

8 26/8/2025 2.5 Conducting Site-Specific Threat
Assessment

3 Tutorial

9 2/9/2025 3. Vulnerabilities

3.1 Identification of Vulnerabilities

3 Mid-Examination
5/9/2025-Prophets

Muhammad’s Birthday

10 9/9/2025 3.2 Assessment of Vulnerabilities 3 Tutorial

11 15/9/2025

(Class

Replacement)

3.3 Assessment of Risks 3 Presentation
16/9/2025-Malaysia Day

12 23/9/2025 4. Management of Risk

4.1 Cost-Benefit Analysis

4.2 Projected Frequency and Severity
and Cost Benefit Analysis - Capital
Budgeting

3 Tutorial

13 30/9/2025 4.3 Risk Management in and
Organization

3 Tutorial

14 7/10/2025 4.4 Case Studies 3 Discussion

REVISIONWEEK (11/10/2025 – 21/10/2025)
EXAMINATIONWEEK (22/10/2025 – 31/10/2025)

No Continuous assessment Percentage (%) SLT
1 Test 10 1 Hour
2 Mid Term Test 20 1 Hour

3 Individual Assignment (Report) 15 1 Hour
(Combined
IA and GA)

4 Group Assignment (Presentation) 15 1 Hour
(Combined
IA and GA)

5 Final examination 40 2h



Learning resources:

Text book

1) Paul Hopkin (2018) Fundamentals of Risk Management: Understanding, Evaluating and
Implementing Effective Risk Management (5th ed) Kogan Page.

2) Cpp, C. S. A., & Baillie, C. (2020). Effective Security Management (7th ed.). Butterworth-
Heinemann.

3) Charles Swanson (2023) The Security Risk Handbook, Assess, Survey, Audit (1st ed).
Routledge

Access link: https://vision.edu.my/e-library/


